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Art of Intelligence
“There are known knowns. There are things we know that we know. 
There are known unknowns. That is to say, there are things that we 
now know we don't know. But there are also unknown unknowns. There 
are things we do not know we don't know.” 

– Secretary of Defense Donald Rumsfeld, 12 February 2002
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Rumsfeld’s Quote
Al-Qaeda Example Violent Crime Example Cybersecurity 

Example Intelligence Action

There are known 
knowns 

We know that 
al-Qaeda’s intent is to 
commit more 
terrorist attacks 
against the U.S. and 
U.S. interests. 

We know there is an 
increase in violent crime 
using guns within a 
community. 

We know 
MS-NRPC has a 
critical 
vulnerability that 
could allow the 
compromise of all 
AD.

The information we know must 
be consistently monitored and 
verified (i.e., “standing 
requirements”) to determine 
any changes in the status of the 
information we know. 

There are known 
unknowns 

We know that 
al-Qaeda has plans 
for future terrorist 
attacks, but the 
timing, method, and 
locations are 
unknown. 

We know there is an 
increase in black market 
guns, but it is unknown 
who the supplier is, 
where the guns come 
from, or how the 
transactions are made. 

We know other 
nations will try to 
influence US 
elections, but all 
strategies/tactics 
not yet known.

We know that we have 
intelligence gaps. Intelligence 
requirements, sources, and 
methods must be defined so 
that we may learn the currently 
unknown information. 

There are 
unknown 
unknowns 

If al-Qaeda has 
developed new 
alliances or new 
methods to commit 
attacks, these are 
unknown to us. 

There are factors driving 
the increase in violence 
beyond the availability of 
guns; however, 
these other factors are 
unknown to us at the 
time. 

Fraudsters will 
exploit eligibility 
programs during 
the pandemic; 
however, their 
targets and 
priorities are 
unknown to us.

Information must be collected 
from all sources and analyzed in 
an attempt to identify new 
threat information. 
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What is Threat Intel?
Gartner defines threat intelligence as “evidence-based knowledge, including 
context, mechanisms, indicators, implications and action-oriented advice about an 
existing or emerging menace or hazard to assets.” 

Internal Threat Intelligence – What we have: 
● Discovered, 
● Experienced, or 
● Developed. 

External Threat Intelligence - What we get from external data sources:
● Subscription feeds,
● Proprietary reports,
● In-depth analysis on threat actors, their tactics, techniques and 

procedures (TTP), and
●  Often industry-specific. 
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Does Cyber Really Matter?
Cyber Meets Physical:
● Doxing
● Internet of Things (IoT)
● Smart Vehicles
● Social Media
● Security/Safety Systems
● Medical Systems

https://www.securitymagazine.com/articles/92518-the-need-for
-cybersecurity-and-physical-security-convergence 

https://www.securitymagazine.com/articles/92518-the-need-for-cybersecurity-and-physical-security-convergence
https://www.securitymagazine.com/articles/92518-the-need-for-cybersecurity-and-physical-security-convergence
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High Stakes

https://www.cnn.com/2021/02/10/us/florida-water-poison-cyber/index.html 

https://www.nytimes.com/2020/09/18/world/europe/cyber-attack-germany-ransomeware-death.html 
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Pre-Pandemic

https://time.com/3651529/oklahoma-hoodie-ban/ 
https://www.oklahoman.com/article/3937085/cellphone-video-in-fatal-moore-ok-warren-theatre-incident-is-mad
e-public 
https://tulsaworld.com/news/local/timeline-the-shooting-of-terence-crutcher/collection_187d7db2-8734-5f27-9e1
6-446f87b84208.html#3 
https://www.oklahoman.com/article/3656072/hearing-reset-for-oklahoma-woman-in-horse-theft-and-animal-crue
lty-case 
https://www.oklahoman.com/article/5666549/woman-recognizes-attackers-voice-in-threatening-messages 

https://time.com/3651529/oklahoma-hoodie-ban/
https://www.oklahoman.com/article/3937085/cellphone-video-in-fatal-moore-ok-warren-theatre-incident-is-made-public
https://www.oklahoman.com/article/3937085/cellphone-video-in-fatal-moore-ok-warren-theatre-incident-is-made-public
https://tulsaworld.com/news/local/timeline-the-shooting-of-terence-crutcher/collection_187d7db2-8734-5f27-9e16-446f87b84208.html#3
https://tulsaworld.com/news/local/timeline-the-shooting-of-terence-crutcher/collection_187d7db2-8734-5f27-9e16-446f87b84208.html#3
https://www.oklahoman.com/article/3656072/hearing-reset-for-oklahoma-woman-in-horse-theft-and-animal-cruelty-case
https://www.oklahoman.com/article/3656072/hearing-reset-for-oklahoma-woman-in-horse-theft-and-animal-cruelty-case
https://www.oklahoman.com/article/5666549/woman-recognizes-attackers-voice-in-threatening-messages
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Post-Pandemic
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What is CTI Used For?

https://www.sans.org/reading-room/whitepapers/analyst/2020-cyber-threat-intelligence-cti-survey-39395

https://www.sans.org/reading-room/whitepapers/analyst/2020-cyber-threat-intelligence-cti-survey-39395
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What was “Other” in OK?
● Election Security
● Fraud

○ Unemployment Insurance
● Public Health/Safety
● OK-ISAC

○ Private Sector
○ State Agencies
○ Other States
○ K-12
○ Higher Ed
○ Municipalities
○ OK Information Fusion Center
○ Federal Agencies
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What Could “Other” Be?
● More Fraud:

○ Temporary Assistance for Needy Families (TANF)
○ Supplemental Nutrition Assistance Program (SNAP)
○ Special Supplemental Nutrition Program for Women, 

Infants and Children (WIC)
○ Workers Compensation 

● Sentiment
● Counterintelligence
● Counterterrorism
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