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In the Cross-Hairs: 
Protecting the Public’s Data
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The Global Threat Landscape

Public Sector Specific Threats

The Way Forward
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GLOBAL THREAT LANDSCAPE

● Volume/Speed/Sophistication of 
Attacks

● Adversaries
● Top Current Threats

○ Third-Party Software
○ Cloud Exploitation
○ Access Brokers/Identity
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Complexity:  Malware versus Malware-Free Attacks

https://www.crowdstrike.com/resources/reports/overwatch-threat-hunting-report/
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ADVERSARIES TRACKED BY CROWDSTRIKE

CRIMINAL
Cryptonym: Spider

Motive: Financial gain
Method: Fraud, data theft, extortion, etc.

HACKTIVIST / TERRORIST
Cryptonym: Jackal

Motive: Attention 
Method: disruption or disclosure

STATE-SPONSORED
Cryptonym: Panda, Bear, Kitten, Chollima…

Motive: Geopolitical or financial gain 
Method: disruption, espionage, or manipulation
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CrowdStrike 2023 Cloud Risk Report

increase in cloud 
exploitation

Cloud exploitation 
is on the rise

Adversaries sharpening 
cloud TTPs

Identity is a key 
cloud access point

COZY BEAR:
uses malicious tools to modify cloud services

95%

increase in cases 
involving cloud-

conscious adversaries

3x

SCATTERED SPIDER:
deployed ransomware from a cloud staging env.

LABYRINTH CHOLLIMA:
uses cloud resources to deliver documents with 
malicious macros

COSMIC WOLF:
Targets victim data stored within cloud 
environments

Valid accounts are used to 
gain initial access in 43% of 

cloud-based intrusions

In 67% of cloud security 
instances. roles have elevated 

privileges beyond what was 
required
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A Growing Threat:  Insecure Configurations

Human error 
drives cloud 

risk

Of cloud security 
failures are the 

customer’s fault
- Gartner

99%
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Access Broker Boom

Acceleration of demand  
Popularity of services increasing with 
more  than 2 ,500  adve rtise me nts  – a  112% 
inc re ase  from 2021

Buy a la carte or in bulk
Se ve ra l b roke rs  will s e ll in bulk as  othe rs  
will use  a  “one -acce ss , one -auc tion” 
te chnique .

Access methods remain consistent
Abuse  of compromise d  c re de ntia ls  ob ta ine d  
by information s te a le rs  or purchase d  in log 
shops  on the  da rk we b

80% of a ll b re ache s  us e  compromis e d  ide ntitie s  and  50% of organiza tions
have  e xpe rie nce d  an Active  Dire c tory (AD) a ttack in the  las t two ye ars .
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PUBLIC SECTOR CREDENTIAL ADVERTISEMENTS - Q2 2023
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DARK WEB ADVERTISEMENT
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PUBLIC SECTOR SPECIFIC THREATS

● Why Public Sector?
● The Growing Cyber Threat
● Denial of Service
● Ransomware & Data Extortion
● Third-Party Tools
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WHY PUBLIC SECTOR?

▪ Large user base
▪ Public Safety implications
▪ Diverse end points
▪ High-profile
▪ Numerous stakeholders
▪ Federated IT/Cybersecurity models
▪ Under-resourced
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PUBLIC SECTOR - ADVERSARY MOTIVATIONS

Nation State eCrime Hacktivist
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PUBLIC SECTOR - NATION STATE TRENDS

CHINA DPRK (North Korea) IRANRUSSIA

3 3 4 4
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POTENTIAL DISRUPTIVE IMPACTS 

TARGET: OPERATIONAL 
TECHNOLOGY 

INDUSTRY-SPECIFIC 
TOOLS

TARGET: PHYSICAL 
SAFETY/SECURITY 

SYSTEMS

TARGET: PERSONALLY 
IDENTIFIABLE 

INFORMATION (PII)

TARGET: MISSION 
CRITICAL APPLICATIONS

TARGET: WEAPONIZABLE 
RESOURCES

TARGET: INTELLECTUAL 
PROPERTY
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CURRENT TREND: RANSOMWARE + DATA EXTORTION

Targeting domain 
controllers and 
valuable data

RECONNAISSANCE

Sensitive
data moved to

adversary controlled 
storage

EXFILTRATION

Deployed 
enterprise-wide 

(endpoints, network 
drives, shares,  etc.)

RANSOMWARE

When ransom 
deadline expires, 
actor threatens 
to release data

EXTORTION

Refusal to 
pay ransom leads 

actor to fulfill their 
promise

CONSEQUENCES

Data extortion forces you to choose between the consequences
of data leaks or the consequences of ransomware.
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THE WAY FORWARD

● Where We Need to Be
● CrowdStrike 

Recommendations
● Call to Action
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WHERE WE NEED TO BE

● Dedicated 24 x 7 coverage t0 
Prevent, Predict, Detect, 
Respond 

● Complete visibility of our 
environment and risks

● Complementing state-
provided security controls

● Reduced risk and increased 
productivity



▪ Join the MS-ISAC.
▪ Leverage free MS-ISAC services.*
▪ Engage in regional ISACs/ISAOs.
▪ Work with state organizations on 

the SLCGP.
▪ Participate in Whole-of-State 

strategies.
▪ Engage CrowdStrike RSM.

▪ Conduct a free AD 
Assessment.

▪ Conduct a free Cloud Security 
Assessment.

CrowdStrike 
Recommendations

*https://www.cisecurity.org/ms-isac/services

https://www.cisecurity.org/ms-isac/services




Matt.singleton@crowdstrike.com
www.linkedin.com/in/themattman

mailto:Matt.singleton@crowdstrike.com
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